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Input requested
[bookmark: _GoBack]The secretariat has made a compilation of national examples of good practices in the area of cyber insurance based on previous member contributions as well as input submitted by members in response to GEN-CYB-17-025. 
Members are invited to confirm these national examples and provide additional initiatives on cyber risks and insurance to be featured as part of Insurance Europe’s cyber insurance campaign. 
Members of the Prevention Forum, PAC Committee and GIC Committee are requested to coordinate with their Cyber PG colleagues, so that one response per country can be provided.

Input should be provided via the extranet validation system by cob Monday, 4 September 2017.

Summary
Insurance Europe will organise an event on cyber insurance, entitled “Boosting EU resilience: awareness and information”, on Wednesday 18 October (see PAC-17-123). As agreed at the PAC Committee meeting on 22 June, the topics to be discussed are awareness-raising among SMEs on cybersecurity/cyber insurance as well as access to cyber-related data.

As part of its communication campaign around the event, Insurance Europe will publish good practices in the field of cyber risks and insurance. These will also be presented at the event.

To that end, the secretariat is collecting examples of initiatives raising awareness of cyber threats and good practices by the insurance sector in providing solutions to such threats. These examples can focus not only on the role of insurance as a mechanism of risk transfer but also in prevention and mitigation. They can include actions by national associations, member companies, or other organisations where the insurance sector is involved. Examples at national level by actors without insurer involvement would thus fall outside the remit of this exercise.   

  






Annex – Version 2

	COUNTRY
	GOOD PRACTICES 

	AT
	
[bookmark: _Hlk489973349]I. In spring 2017, the WKÖ (Austrian Federal Chamber of Commerce) organised a roadshow in all 9 Austrian provinces to raise SME awareness on cyber security and cyber insurance. The Austrian Insurance Association (VVO) works closely with the WKÖ on this topic.

The WKÖ’s online platform for cyber security also features an online test that provides SMEs with comprehensive information on the level of IT security in their company. The questions focus on daily business practices regarding the most common threats to security for SMEs. A checklist and risk analysis for SMEs on the implementation of the EU General Data Protection Regulation can also be found on the  WKÖ website.

II.  The Austrian Insurance Association (VVO) has been working together with experts of the Austrian Road Safety Board (Kuratorium für Verkehrssicherheit (KfV)) to map cybercrime in Austria. The VVO and the KfV published the results of a survey of 500 SMEs in Austria in March 2017. The research showed that 66% of the responding SMEs were affected by cybercrime in 2016. The VVO and the KfV also published recommendations on measures to be taken to be protected against cyber attacks.


	BE
	I. Assuralia, the Belgian insurance association, is a member of the Cyber Security Coalition. This coalition aims to fight cybercrime and has over 50 members from the academic world, public authorities and the private sector. 


	CH 
	I. The Swiss Insurance Association (SIA)’s cyber working group focuses on the role of the state and data exchange as well as on disaster scenarios and their impact on Switzerland. 

II. The SIA is working on a number of workstreams that will have an impact over the mid-term on best practices:
· The SIA is represented at the Swiss National Cyber Strategy (NCS2) and brings in insurance related topics. A survey that estimates the willingness of the SME sector in Switzerland to support minimum cyber security standards and data exchange is ongoing.

The SIA, in close collaboration with representatives of major Swiss IT/Technology associations, is currently working on a position statement which allows the insurance industry in Switzerland to discuss policy issues. The position statement deals with key topics such as minimum security standards, potential for data exchange in order to increase the ability to quantify the risks as well as whether a government backstop is essential to support a sustainable cyber risk insurance market.


	DE
	I. Vds, a third-party certification body of the German insurance association (GDV), published guidelines for SMEs on cybersecurity. The free guidelines allow SMEs to audit their own cyber-resilience. The Vds also offers a follow-up cyber-security audit for SMEs and cyber-security training courses.

II. In March 2017, the GDV presented its non-binding wording for cyber insurance. The model terms and conditions are designed as a cross-segmented multi-line policy for cyber risk insurance. It contains several elements from conventional insurance products, eg from liability, property, and fidelity.


	DK
	I. The Danish police set up a taskforce to share information with insurance companies on cyber risk/cyber security.


	ES
	I. Cepreven, a third-party certification body linked to the Spanish insurance association, published a self-assessment questionnaire for SMEs to inform them on the security level of their business information and raise awareness on cybersecurity risks.


	EL
	I. The Hellenic Association of Insurance Companies’ cyber working group focuses on following developments on cyber risks/cyber insurance and informing the member companies accordingly with the aim to educate them through conferences on the subject and to create a “guide” with regard to cyber insurance.


	FR
	I.  The FFA, the French insurance association, is part of GIP-ACYMA, a public-private partnership led by ANSSI (the French National Agency for the security of information systems) and the Ministry of Interior. The aim of the partnership is to  create a national system of assistance to cyber-attacks victims. ACYMA targets individuals, companies and local authorities and its tasks are: i) linking victims with local providers via a platform in case of a cyberattack, ii) launching prevention and awareness campaigns on digital security and iii) creating a digital risk observatory through data collection.  

II. The FFA published a brochure for SMEs that provides tips and information on how they can anticipate and minimise the impact of cyber risks. 


	IT
	I. Italian insurers are raising awareness on mitigating cyber risks and the availability of cyber-specific insurance policies, eg through a conferences.


	NL
	[bookmark: _Hlk489370476][bookmark: _Hlk489974471]I. The Dutch Association of Insurers co-funded a campaign by the Dutch ministry of Security and Justice and MKB-Nederland (SME-Netherlands) in 2015 that aimed to entrepreneurs’ awareness of the impact of cybercrime on their businesses. The project consisted of 5 roadshows in different regions in the Netherlands, where SMEs received more information about cybercrime. Entrepreneurs were also offered a free “social” hack to provide them with a clear insight into their vulnerabilities and the measures they can take to improve their cybersecurity. One of the results of the campaign was that half of the “hacked” companies indicated that they would be willing to implement additional cybersecurity measures.

As a follow-up, the Dutch government, MKB-Nederland (SME-Netherlands) and a range of other stakeholders developed the web portal “safe internet for businesses” (www.veiligzakelijkinternetten.nl). The web portal provides consumers and businesses in the Netherlands with information about cyber threats, cyber safety and prevention. It also offers a free “risk scan” and a “internet for business academy”. The Dutch Association of Insurers is a member of the platform.

II. The Dutch Association of Insurers took the initiative to create a computer emergency response team for the insurance sector (i-CERT), whereby companies could join on a voluntary basis in accordance with compliance rules. iCERT aims to improve the digital resilience of insurers, collect data on cyber incidents, limit the damage of cyber security breaches, to improve the provision of information regarding cyber security in the sector and to increase the confidence of clients and stakeholders in the sector.

III. Alert Online is an annual awareness campaign where stakeholders from the public, academic and private sectors join forces to make the Netherlands safer online. The Dutch Association of Insurers is a partner of the campaign. From 2-13 October 2017 over 170 stakeholders (including the Dutch Association of Insurers) will participate to promote cyber secure behaviour amongst Dutch consumers, governments, industry (including SMEs), institutions and NGOs. Stakeholders organise events throughout the year, but the main activities of the campaign are taking place in October during the European Cyber Security Month. Alert Online will also publish the results of its yearly cyber security awareness survey during the campaign in October.

IV. The insurance sector is one of the 10 sectors that is participating in a survey by the University of The Hague on cyber security for SMEs. Questions range from the type of digital equipment SMEs use, the type and number of cyber incidents SMEs have experienced and how SMEs organise their cyber protection.



	SE
	I. A cooperation between the public and private sectors (including insurers) and led by the Bank of Sweden is developing scenarios for cyber incidents.  


	UK
	Ι. The Association of British Insurers (ABI) published a guideline for SMEs “Making sense of cyber insurance: A guide for SMEs” to explain what cyber insurance is and how it works. 

II. The ABI conducts several awareness raising initiatives for insurers, for example a webinar in partnership with PwC on “Cyber–risk vs revolution. Are insurers preparing for the future?”. The aim of the webinar was to raise awareness among insurance companies on cyber threats and the role of insurance.

III. In 2015, the UK Government published a policy paper on “UK cyber security: the role of insurance”. The report highlights the role insurers and insurance can play in reducing cyber security risk. It was jointly published with Marsh, and is the result of close working between the government and the insurance sector.

IV. A report on “Counting the cost – Cyber exposure decoded” was produced by Lloyd’s and Cyence to provide insurers who write cyber coverage with realistic and plausible scenarios with the aim to quantify cyber-risk aggregation. 

V. Lloyd’s and the Cambridge Centre for Risk Studies published a report on “Business blackout” which depicts a scenario where hackers shut down parts of the US power grid, plunging 15 US states and Washington DC into darkness and leaves 93 million people without power. The report serves also to highlight the important role insurance has to play in this field.  

VI. A “Cyber information sharing partnership” was established in 2013 to allow the Government and the private sector to exchange information on cyber threats. 
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