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3RD DRAFT INSURANCE EUROPE KEY MESSAGES ON THE EUROPEAN COMMISSION’S PROPOSED GENERAL DATA PROTECTION REGULATION

Introduction
Collecting and processing personal data are core insurance activities. To ensure that insurance premiums fairly reflect actual risks, insurance companies need to collect relevant personal details from customers. They then assess the risks based on that information and on underwriting guidelines. 
Risk assessment is economically efficient, as it allows the price of the insurance to reflect the cost of providing it. If insurers are not able to properly assess risks, there can be a significant negative impact not only on (re)insurers but also on consumers, as premiums could increase, insurance coverage could decrease and some products might be withdrawn from the market entirely. It is crucial that legal frameworks for data protection achieve the correct balance between the rights of individuals and the ability of insurers to deliver services to their customers at the right price. 
Insurance Europe welcomes the European Commission’s (EC) proposals (January 2012) for a reform of the legal framework for data protection. However, it is concerned that parts of the proposed EC General Data Protection Regulation may have unintended consequences for insurers. 
A. Insurance specific concerns with regard to the proposed EC General Data Protection Regulation 

1. Consent
Preamble 25: “Consent should be given explicitly by any appropriate method enabling a freely given specific and informed indication of the data subject’s wishes, either by a statement or by a clear affirmative action by the data subject, ensuring that individuals are aware that they give their consent to the processing of personal data, including by ticking a box when visiting an Internet website or by any other statement or conduct which clearly indicates in this context the data subject’s acceptance of the proposed processing of their personal data. Silence or inactivity should therefore not constitute consent. Consent should cover all processing activities carried out for the same purpose or purposes. If the data subject’s consent is to be given following an electronic request, the request must be clear, concise and not unnecessarily disruptive to the use of the service for which it is provided”.
Article 4par.8: “The data subject’s consent means any freely given specific, informed and explicit indication of his or her wishes by which the data subject, either by a statement or by a clear affirmative action, signifies agreement to personal data relating to them being processed”. 
Insurance Europe believes the requirements of and for consent must be proportionate to the purposes for which the consent is obtained. It should not prevent the insurer from delivering necessary services to the consumer.
Insurance Europe believes any changes to the rules of consent could negatively impact renewal of same classes of insurance contracts. This would have negative implications for both insurers and consumers.
For instance, in some countries, and for some classes of insurance renewal for a further policy period occurs automatically unless the consumer has actively opted out of the insurance product beforehand. This ensures that consumers retain insurance cove should they forget to actively enter into a new policy contract for insurance upon expiry of their existing policy period. Under the current provisions, it is not clear whether the consent given upon entering into the original policy period would remain valid for subsequent policy periods renewed in this manner. 
Insurance Europe is concerned the introduction of “explicit” consent will be unnecessarily burdensome for insurers with no added value for consumers.
For example, the majority of insurance products is sold via an intermediary (eg broker o independent advisors) or other third parties. Currently, it is sufficient for the consumer to give his/her consent to the intermediary; the consumer is not required to reconfirm his/her consent to the insurer. The consent given to the intermediary covers for all purposes concerning the insurance contract and its entire duration. However, with the EC’s proposal this would not be the case anymore; implied consent will be insufficient and the consumer would have to give each time its explicit consent to both the intermediary and the insurer. 	Comment by Lamprini Gyftokosta: Potential solution: when a contract is signed with an intermediary, the consumer could also sign a document giving explicit consent to the insurer; or the contract could include a clause in that respect. 

If this is the case, then our argument/ example is not very strong. 

Therefore, Insurance Europe calls for a removal of “explicit” consent and advocates the current definition of consent as in Directive 95/46/EC. 
Article 7par.3: “The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall not affect the lawfulness of processing based on consent before its withdrawal”.
Insurance Europe is concerned the proposed data subject’s right to withdraw consent would hinder the execution of the contract, lead to an unauthorised cancellation and conflict with other pieces of legislation.  
For instance, based on insurance contract law, the insurer and the consumer fix the terms of the contract at the beginning of their contractual relationship. Some contracts permit cancellation during a policy period under specific circumstances. Such circumstances should be distinguished from the consumer’s right to withdraw consent which would lead to an unauthorised cancellation of the contract. 
Moreover, based on Directive 2005/60/EC on anti-money laundering and terrorist financing, insurers should store data for at least 5 years after the end of the business relationship with specified natural or legal persons. If the consumer decides to withdraw his/her consent for processing his/her data, the insurer has two options: either to be in breach of EU anti-money laundering legislation or EU data protection rules. 
Therefore, Insurance Europe suggests the proposed provision on the data subject’s right to withdraw consent at any time, should not apply to the insurance sector.	Comment by Lamprini Gyftokosta: Suggestion: instead of using “insurance sector” to use “insurance and assurance”. 
Preamble 34: “Consent should not provide a valid legal ground for the processing of personal data, where there is a clear imbalance between the data subject and the controller. This is especially the case where the data subject is in a situation of dependence from the controller, among others, where the personal data are processed by the employer of employees’ personal data in the employment context”. 
Article 7par.4: “Consent shall not provide a legal basis for the processing, where there is a significant imbalance between the position of the data subject and the controller”. 
Insurance Europe believes the term “significant imbalance” introduces legal uncertainty and is also concerned that this provision would invalidate data subject’s consent necessary for group and mandatory insurance. 
For group insurance, the employer takes out additional insurance for the benefit of employees, insuring them against risks such as death and illness. In such cases, the employer processes the employees’ personal data in order to provide them with cover. According to the proposed rules, the employee is in a situation of dependence on the employer. The consent given to the employer would therefore be invalid; as would the group insurance contract. 
Therefore, Insurance Europe suggests removing the proposed provision as not workable in the context of group insurance plans.  
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2. Health data 
Preamble 26: “Personal data relating to health should include in particular all data pertaining to the health status of a data subject; information about the registration of the individual for the provision of health services; information about payments or eligibility for healthcare with respect to the individual; a number, symbol or particular assigned to an individual to uniquely identify the individual for health purposes; any information about the individual collected in the course of the provision of health services to the individual; information derived from the testing or examination of a body part or bodily substance; including biological samples; identification of a person as provider of healthcare to the individual; or any information on eg a disease, disability, disease risk, medical history, clinical treatment, or the actual physiological or biomedical state of the data subject independent of its source, such as eg physician or other health professional, a hospital, a medical device, or an in vitro diagnostic test”.
Article 4(12): “data concerning health means any information which relates to the physical or mental health of an individual or to the provision of health services”. 
Insurance Europe believes the current data protection rules with regard to collecting and processing health data are sufficient and provide the necessary safeguards to data subjects. 	Comment by Lamprini Gyftokosta: Such as? Examples needed to make this statement more credible.
Insurance Europe also believes the proposed extension of the health data definition in combination with the change of rules of consent does not bring any added value to consumers. On the contrary, it reduces the protection insurance can provide to the customers by increasing the requirements of consent for processing a broader range of health data. 	Comment by Lamprini Gyftokosta: Please provide examples. 
Insurance Europe calls for a narrow definition of health data. 	Comment by Lamprini Gyftokosta: Is this what we want? And if so, what should the narrow definition include?
Preamble 42:” Derogating from the prohibition on processing sensitive categories of data should also be allowed if done by a law [...] and in particular for health purposes, including [..] and the management of health–care services, especially in order to ensure the quality and cost-effectiveness of the procedures used for settling claims for benefits and services in the health insurance system [..].” 
Article 9par.2 (h): “Paragraph 1 (prohibition on processing data concerning health) shall not apply where the processing of data concerning health is necessary for health purposes and subject to the conditions and safeguards referred to in Article 81”.

Insurance Europe understands the general prohibition of processing health data does not apply when health data are processed for health purposes, including for the management of health-care services. 
Insurance Europe understands health insurance falls under the term “health purposes”. This would mean that the general prohibition of processing health data would not apply to insurers.
Insurance Europe calls for a clarification of “health purposes” and whether its interpretation is correct.
Insurance Europe also asks for recognition of the need for insurers to process health data for the purposes of fraud prevention and detection. 
Article 81par.1 (a): “Within the limits of this Regulation and in accordance with point (h) of Article 9(2), processing of personal data concerning health must be on the basis of Union Law or Member State law which shall provide for suitable and specific measures to safeguard the data subject’s legitimate interests, and be necessary for: the purposes of preventive or occupational medicine, medical diagnosis, the provision of care or treatment or the management of health-care services […]”.

Insurance Europe calls for a clarification of “management of health-care services” and whether insurers fall under this article. 
If not, Insurance Europe asks for an extension of the legal basis for collecting and processing health data for insurance purposes by all health insurance branches involved in the process.  	Comment by Lamprini Gyftokosta: There are conflicting views on this topic. It will be discussed further during the TF on 21 May. 
3. Data sharing and fraud prevention 

Article 6par.4: “Where the purpose of further processing is not compatible with the one for which the personal data have been collected, the processing must have a legal basis at least in one of the grounds referred to in points (a) to (e) of paragraph 1. This should particularly apply to any change of terms and general conditions of a contract.” 

Countries facts about insurance fraud : 	Comment by Lamprini Gyftokosta: Sources of information are needed to substantiate the countries facts. 
According to a 2011 survey, 4% of German households admit to have committed an insurance fraud within the last five years. For non-life insurance only, the estimated loss arising from fraud is €4 billion each year. 
In 2010, in the UK only, general insurers detected 133,000 cases of fraud with a total value of £919 million. A further £2 billion in insurance fraud is estimated to go undetected each year, adding on average an extra £50 a year to each UK policyholder’s insurance bill. 
In 2009, the number of fraudulent claims in Italy reached 2.5% of total claims against insurers. The actual number is estimated much higher given it is difficult to detect fraud accurately.  
Insurance Europe believes detecting and combating fraud benefits honest consumers and is in the interest of the wider society.	Comment by Lamprini Gyftokosta: Examples needed: could we estimate the economic impact of fraudulent claims on tax payers?
Insurance Europe highlights that for purposes of underwriting, fraud prevention and detection, insurers should be able to process data concerning criminal convictions, including data regarding suspicious fraudulent or other criminal behaviour for the following reasons: 	Comment by Lamprini Gyftokosta:  Criminal convictions are publicly available data. 	Comment by Lamprini Gyftokosta:  For purposes of fraud prevention and detection, other data should be allowed to be processed, not only data on criminal convictions. Please provide other examples/ data that would be useful. 
The processing of such data is necessary for the execution of proper risk assessment during the acceptance process, for determining the coverage and for claims handling.
Without being able to process criminal justice data, insures cannot fulfil their obligations as laid down in the insurance contract. 
Premiums are calculated on the basis of risk and evidence shows that relevant unspent convictions can indicate the likelihood of making a future or fraudulent claim.	Comment by Lamprini Gyftokosta: More information/ examples/ references are needed to support our argument that “evidence shows…”. 
Insurance Europe is concerned the proposed Regulation will:
Restrict insurers’ ability to collect, process and use information needed for fraud prevention and detection. This will have a negative impact on consumers, eg in the form of higher premiums. 
If insurers are not allowed to fight insurance fraud, the majority of honest consumers will have to pay the price (higher rates). 
Hinder the development and use of special shared registers for the identification of fraudulent policyholders, applicants and claims which already exist in member state. 	Comment by Lamprini Gyftokosta: Examples from other countries are needed. 
For instance, in Germany, there is a special register to ensure the reliability of intermediaries in the interest of consumers (implementing Directive 2002/92/EC on Insurance Mediation) which might also be hindered. 	Comment by Lamprini Gyftokosta: Is this correct? Is there another Directive/ national legislation referring to similar registries in other countries? 
Insurance Europe calls for a legal basis for processing personal data concerning criminal convictions, including data regarding fraudulent or other criminal behaviour, for the purposes of fraud prevention and detection, and for underwriting. 	Comment by Lamprini Gyftokosta: Same as above: this is narrow, there are other data that insurers should be able to use for prevention, detection and combating fraud: please provide examples. 
Insurance Europe recommends the legal basis: 
Explicitly recognises the need for organisations, including insurers, to share information to prevent, detect and combat fraud and other financial crime. 
For instance, information concerning the pay-out of insured persons and third party damages. 
Does not prevent insurers from sharing/ processing data relating to fraudulent behaviour and criminal convictions for the purposes of fraud prevention and/or detection.
Allows criminal convictions to be used for the purposes of risk pricing.
Explicitly recognises the need to process data for these purposes through the inclusion of a specific exemption for both sensitive and non-sensitive data where processing is necessary for the purposes of preventing, detecting and combating fraud or address a particular instance of fraud.
4. Profiling 
Article 20.par.1: “Every natural person shall have the right not to be subject to a measure which produces legal effects concerning this natural person or significantly affects this natural person, and which is based solely on automated processing intended to evaluate certain personal aspects relating to this natural person or to analyse or predict in particular the natural person’s performance at work, economic situation, location, health, personal preferences, reliability or behaviour.”

Insurance Europe underlines that being able to access, process and store personal data is central to insurers’ ability to provide consumers with appropriate products at fair prices. Inability to use data effectively would almost certainly be to consumers’ detriment in the form of higher prices, lack of product innovation and/or under insurance. 	Comment by Lamprini Gyftokosta: Examples are needed. 
Insurance Europe is concerned the Regulation as currently drafted will have a significant impact on an organisations’ ability to target marketing at their customers. 	Comment by Lamprini Gyftokosta: Examples are needed/ explanations. 
Insurance Europe calls for rules on profiling that: 
Do not prohibit or restrict risk-adequate rating, rate classification and risk assessments necessary for premium calculation. There is a direct correlation between the consumers’ profiled risk – as derived from multiple data used for risk assessment – and the likely claims history of a policyholder during the policy period, which, combined, determines the fair premium charged to policyholders. 
Allow products and services to continue being designed to meet identified consumer groups’ needs and to be targeted accordingly, to the benefit of consumers and society. 
5. Data portability 
Article 18par.2:”Where the data subject has provided the personal data and the processing is based on consent or on a contract, the data subject shall have the right to transmit those personal data and any other information provided by the data subject and retained by an automated processing system, into another one, in an electronic format which is commonly used, without hindrance from the controller from whom the personal data are withdrawn.”

Insurance Europe believes the ability to change providers easily is a consumer and/ or competition issue and should be dealt with under other relevant legislation at which point any data protection considerations can be taken into account. The data portability right cannot infringe consumer and /or competition law. 
Insurance Europe believes data portability proposal clearly falls outside the scope of the legislation as it is not about data protection or security.	Comment by Lamprini Gyftokosta: Do members agree with this statement? 
Insurance Europe is concerned about the inclusion of this proposed provision as it:
Has implications for competition and intellectual property	Comment by Lamprini Gyftokosta: Specific examples are needed for each one of the points. 
Stifles innovation
Raises issues relating to standardisation – otherwise a transmission as foreseen in Article 18par.2 from one system to another would not be possible 
Has potential cost implications for insurers: 
This could unintentionally require insurers to disclose their underwriting criteria
All data systems will have to be modified and/or remodelled causing a disproportionate financial impact.  
Insurance Europe calls for the removal of Article 18. 
B. General concerns with regard to the proposed EC General Data Protection Regulation

1. Delegated and implementing acts 
Insurance Europe is concerned the number of delegated and implementing acts causes considerable legal uncertainty as it is impossible to predict the final content and interpretation of many crucial provisions. 
For instance, the EC shall be empowered among other provisions to adopt delegated acts to further specify criteria and safeguards for the processing of sensitive data (article 9(3)), for profiling (article 20(5)) and lawfulness of processing (article 6(5)).	Comment by Lamprini Gyftokosta: Are these provisions illustrating our point here? Are there any other provisions that members would like to see  
These provisions enable the EC to define criteria of articles sanctioning non-compliance on the basis of Article 79. This is itself contradicts the fundamental principle of legal certainty.  
Insurance Europe believes the large number of delegated and implementing acts is even more worrying since the chosen legal instrument, a Regulation, is immediately applicable without national implementation. 
Insurance Europe calls for a reduction of the number of delegated and implementing acts. 

2. Administrative sanctions  (Article 79)
Insurance Europe believes the proposed sanction for violating data subject’s rights is incompatible with economic realities of individual EU member states and the level of fines is disproportionate. 	Comment by Lamprini Gyftokosta: Examples are needed; what do we mean by economic realities 
For example, a fine of up to 0.55% of annual worldwide turnover (which would run into millions for some insurers) for responding a few days late to a request for access to personal data is disproportionate, especially where there is no impact for the individual. 
The level of fines could jeopardise the existence of small companies. 	Comment by Lamprini Gyftokosta: Examples are needed. 
It is difficult for companies to make contingencies and reserves for such potential large liabilities. 
Insurance Europe calls for a revision of the level of fines and a lower ceiling in the amount of fines. 
Insurance Europe asks for the inclusion of a provision about the right to appeal against the sanctions. 
Sanctions are defined as an obligation (“shall impose”) while they should be defined as a competence (“may impose”). 
3. Administrative burden 
Insurance Europe welcomes the EC’s intention to reduce companies’ administrative burden. However, Insurance Europe identified several proposed provisions having the opposite of the intended outcome. 
3.1 Data breach notification (Articles 31-32)
Insurance Europe believes excessive notification will distract data protection authorities from their important role of investigating serious breaches, and where necessary taking action. This is not in the public interest and undermines the principles underlying breach notification. 
Insurance Europe is in favour of a notification system with clear purpose: supporting individuals, who may have been affected to take steps to protect themselves, or allowing the appropriate regulatory bodies to perform their functions, provide advice and deal with complaints. 
Insurance Europe is concerned excessive notification requirements could lead to consumer apathy, as has been the case in the US. 	Comment by Lamprini Gyftokosta: Source of information needed/ reference 
Insurance Europe is also concerned the proposals are disproportionate, will be unduly burdensome for businesses and will not deliver consumer benefits. 	Comment by Lamprini Gyftokosta: Examples needed. Why do we say so? 
Insurance Europe calls for changing the current proposed rules on breach notification system.
Insurance Europe suggests only breaches posing a significant risk of harm to data subjects - and where data subjects should take action (eg to prevent identity theft) or remain vigilant – or a serious violation of their rights should be notified.
Insurance Europe also asks for a more detailed definition, since the draft definition seems too broad for non-digital relationships. 
Insurance Europe recommends the regulation should not prescribe response deadlines but should encourage the controller to provide a response as soon as feasible and without excessive delay.
3.2 Impact assessment (Article 33 – 34)
Insurance Europe argues that such an “impact assessment” duty is disproportionate to the objective pursued. It conflicts with the principle of economic freedom and the right to make their own risk assessment.
The obligation to publish these assessments endangers insurers’ trade secrets, and may force them to make an unlawful disclosure of confidential insurance information. 	Comment by Lamprini Gyftokosta: Examples needed. 
This rule also leads to extensive bureaucracy. The obligation to seek the data subject’s view is disproportionate as it interferes with the entrepreneurial freedom to determine its own business policy.
Article 33 e) creates legal uncertainty as it allows each supervisory authority to list processing operations subject to an impact assessment. It therefore weakens the impact of maximum harmonisation and creates an imbalance between competitors. 
Insurance Europe asks for clarification of which type of data is subject to impact assessment. 
Insurance Europe seeks clarifications on whether there is a difference between a prior authorisation and a prior consultation. 
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