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Input requested
Members are invited to:
take note of the proposed cyber QRT as part of EIOPA’s Opinion on the Solvency II review
share any feedback on the QRT with the secretariat in preparation for an EIOPA consultation on the QRT that will likely take place in Q2/Q3 2021

Initial comments are welcome by Friday 26 February cob through the Extranet validation system.

Summary
On 17 December, EIOPA published its final opinion on the Solvency II 2020 review. As part of the opinion, and in order to address gaps identified in the reporting package, EIOPA proposes an amendment to the Implementing Technical Standards (ITS), introducing a new cyber Qualitative Reporting Template (QRT). Details of the proposed cyber QRT can be found in a separate report on QRTs accompanying the opinion (pages 79-81). EIOPA has also published a background analysis (here) and a background impact assessment (here).

EIOPA’s opinion follows the consultation on supervisory reporting and public disclosure in the context of the Solvency II 2020 review, to which Insurance Europe submitted a response in October 2019. This response included comments on the proposed cyber QRT. 

In this response, Insurance Europe acknowledged that there was merit in including cyber risk reporting as part of reporting requirements under Solvency II, as otherwise the corresponding risks "disappear" in the individual lines of business. However, it also noted that it is questionable whether it is (technically) possible to identify and report damage caused by cyber with data of sufficient quality. 

Insurance Europe also called for new cyber reporting to be limited to affirmative exposures, for the reason that non-affirmative cyber coverage cannot usually be separated from the original cover, meaning that the whole portfolio (property, casualty, legal expenses, etc.) would have to be reported again without any added value. However, in the opinion, EIOPA maintains its proposal to also include non-affirmative cyber within the scope of reporting. EIOPA-BoS-20-754 (para 2.537) states that the phenomenon of silent cyber coverage also deserves supervisory attention to guarantee that both underwriters and policyholders are conscious about policies circulating in the market.

Next steps
EIOPA will publish the amendments to the ITS (containing the cyber QRT) for public consultation in Q2/Q3 2021, at which time Insurance Europe will have the opportunity to provide input. 
Separately, the secretariat is currently preparing a position paper with comments on EIOPA’s opinion, coordinated through the Solvency II WG.
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